OSINT Training

Part I1

Social Media Information Gathering and Analysis Tools

14/07/2021



‘ Legal disclaimer

Find Someone’s Social Media Accounts by Email or Phone Number

[Q mad@live.com (-]

Phone number should start with + and a country code

Service is currently running

FACEBOOK CHECKER APPLE CHECKER INSTAGRAM RESTORE

* exists: true * email_part: messss@[essee.com * exists: true
* exists: true

PASSWORDS PINTEREST REPUTATION
* password: Max o firsthame: bajow * is_suspicious: true
e password: 110suehtam609 ¢ lastname: rosay * references: 0
* password: Sagut ¢ fullname: bajow rosay * reputation: low
e password: Mxr86951189 » following_count: 5
e password: Utahweather * pinterest_profile_uid:
e password: apex1313 339036815606548185
* password: arlene * username: bajowrosay
* password: cola * pinterest_profile_url:

sarab.me



Get deleted or suspended accounts and “Not Found” Sites

<« Profile

# ot — O e

22 2 341 2,091

Tweets  Tweets & replies  Photos & videos

AnonOps

Getting data from URL e O G o o the #PayPalta

freeanons.org/congratulation ..
{OpPayback #FreeAnons

(@) Anonops
The system is not going to change on it's
. own. People need to fight and destroy the
@Anon_Operatlon system to bring real, positive change to the
people ..

() Anonops

ok Expectus

|hD|d-tXt Account suspended @i

Facebook was down for a few minutes,went
Twitter suspends accounts which violate the Twitter offline at 3:30 until 4:01 in the morning
Rules. Learn more schedule from New Jersey (19/06/2014),in
the ENTIRE WORLD

BackURL How-To Not Found Software

Business Education Multimedia Hobbies Design Reference Utilities

Store Home | View Cart | FAQs | Order Tracking

©2019Software Store, Al Rights Reserved | Dowrload FAQ's | Customer Senvie | Privacy W acoept MasterCard, Visa, American Expree, Discover, and Diner’s b [J2OR Seaure Assure

The requested URL was not found on this server. St e e o




YouTube Reverse Search

https://www.youtube.com/watch?v=gb3QCmCGrjg To answer: Where does this video originate in the Internet?

[*] Discovered 41 unique URLs with image matches.
https://i.ytimg.com/vi/IK3soFot5Qk/default. jpe
https://i.ytimg.com/vi/TOBZTOAKYcA/default. jpe
http://i68.fastpic.ru/thumb/2813/1231/16/6438754798216d8dc8T918a3d89%df6. jpeg
http://b.thumbs.redditmedia.com/mr_oWdMmgmt2r2mwCDhgy9GRNTKVBHGOPpIx-rIXVMY. jpg
https://i.ytimg.com/vi/jnbUmRrIVCE /hgdefault.jpg
ﬁ He . 0 % http://img.youtube.com/vi/vg@bZrdbabY/@.jpg
http://s819.radikal.ru/i612/1211/18/feelB83642c36.png
http://img.youtube.com/vi/BMZVvuFz-41/8.jpg
http://zingtv-photo-td.zadn.vn/tv_media_854_488/2013/0418/25/d26b822a958e864184d31211e8985a%9c_1366354218. jpg
http://cs543588 .vk.me,/u248982871/video/1_8d15b249. jpe
Ready http://multik-pultic.ru/serii/25.fokus-pokus.jpg
http://pbs.twimg.com/media/BjXkfDfCYAAA_yX.jpe:thumb
https://scontent-seal-1.cdninstagram.com/t51.2885-19/s150x150,/20688173_113253496004783_1582021572502224896_n.jpg
https://i.ytimg.com/vi/TDwBuPsrSM4/default.jpg
http://i.ytimg.com/vi/TDWBuPsrSM4/default.jpg
http://vimg.izlesem.org/y/2014/04/25/s/masha-dan-beruang-sim-sala-bim-masha-and-the-bear-bahasa-indonesia-subtitlel.jpg
http://static.uloz.to/cdn/B/9/s/xB9sL6PD.160x120.0.jpg
t) http://c-2.nirvana.fm:80888/disk12/d78/d025/399/d21/736_screenshot?1347879017
UE’FSE‘TU e http://c-2.nirvana.fm/disk4/d70/d025/399/d25/674_screenshot?1347260458
http://c2.mggcdn.net/67/81181341/1
https://static.cdn.asset.aparat.com/avt/9394374-7933-b_ 995758817.jpe
https://thumbs.uloz.to/B/9/s/xB9sL6PD.168x1208.8.jpe
https://i.ytimg.com/vi/pwlMxX1fH7E/default.jpg
ngQCmCG rJ g http://www.bestfreejpg.com/wp-content/uploads/20814/87/best-masha-and-the-bear-jj-108x58.jpg
http://img.youtube.com/vi/YRgDdmINgPw,/@.jpg
http://catzone.ws/uploads/posts/2010-11/1288857252_xoj7sfbmalicoxe. jpeg
http://cartoonswallpaper.net/wp-content/photos/2814/87/Free-Masha-Bear-85x60.jpg
http://cdnB.video.az/pub/thumb/medium/62014/1/87/069/187069185196. jpg
http://144_.76.158.232: 8888/ cdn8.video.az/pub/thumb/medium/62814/1/87/869/187869185196. jpg
http://aqila.top/wp-content/uploads/20814/87 /best-masha-and-the-bear-jj.jpe
http://www.bestfreejpe.com/wp-content/uploads/2814/87 /best-masha-and-the-bear-jj.jpe
http://cdn9.staztic.com/app/a/2536,/2536836,/masha-and-bear-cartoon-video-162-1-s5-387x512.jpg
http://netzor.org/uploads/posts/28168-11/thumbs/1298362579_3. jps
http://s1.dmcdn.net/ZW07a,/380x168-YIk.jpg
http://i4.fastpic.ru/thumb/20818/10629/6d/774ede5646873b78bdbB45684425216d. jpeg
http://i.ytimg.com/vi/Uj28K_O4mLg/hgdefault.jpg
http://butorrent.com/uploads/posts/270120811,/1288281655_2.]jpg
http://www.bestfreejpg.com/wp-content/uploads/2814/87 /best-masha-and-the-bear-jj-238x1608.jpe
sarab.me http://zingtv-photo-td.zadn.vn/tv_media 225 126/2013/0418/9c/8a88595e94e414ac0aaa8729a6622eb8_1366353898. jpg
http://s1.dmcdn.net/ZW07a/526x%297-pCF.jpe
http://s1.dmcdn.net/ZW07a.jpg

[*#] Oldest match was crawled on 20818-18-29 08:80:00 at http://i4.fastpic.ru/thumb/20168/1829/6d/774ede5646873b70bdbB45684425216d. jpeg



Snapchat Grabber

input

run

= Profiletst ——

RUN.Snap.bat

farooi
mjeed_hif
shx_777

output

farooi_bz-3]klK-Faris-EAT
snapchat mjeed-hif_g giball- uzealluc-MFE
shu-TT7_spe al-da Ll

overlay

roaX_BuFQTiAgj1
Mi3SblwAAgaWZ
1dWZjaHBmAX3
3vDZXAX33u_iB...

AL
roaX_BuFQTiAgj1
Mi3ShlwAAgbnp
6bXhodGxmAX3
4fu_hAX34fulq...

roaX_BuFQTiAg)T
Mi3SbiwAAgcHV
1dHN1d3BnAX34

roaX_BuFQTiAgj1
Mi3SblwAAga2t
weXB4cmI2AX34
ntf1AX34nYivA...

roaX_BuFQTiAgj1
Mi3SblwAAgb3N
SemVgb2JvAX33
u-EhAX33u6a0...

roaX_BuFQTiAgj1
Mi3SblwAAgbnp
oYnNneWduAX3
4K8ulAX34KT7c...

roaX_BuFQTiAgj1
Mi3SblwAAgcm9
6d2NreHFKAX33v

roaX_BuFQTiAgj1
Mi3SblwAAga3d
yanNxZGJ4AX33
u3hNAX33u1W...

roaX_BuFQTiAgj1
Mi3SblwAAgbGF
2b3ptY25tAX34ns
4VAX34nlfJAAA..

roaX_BuFQTiAgj1
Mi3SblwAAgbnp
sdm5xanRyAX34
gaKzAX34gTHA...

-

roaX_BuFQTiAgj1
Mi3SblwAAgd2t0
bWRmcG1wAX33

roaX_BuFQTiAgj1
Mi3SblwAAgamR
ObXlyZ2RsAX34nt
EiAX34nIfTAAA...

roaX_BuFQTiAgj1
Mi3SblwAAgbGt
vbHIiZHhnAX34n
KA-AX34nle_A...

roaX_BuFQTiAgj1
Mi3SblwAAgbXB
taG9IcXR4AX33u
9g2AX33ubZ6A...

roaX_BuFQTiAgj1
Mi3SblwAAgdHF
rcXNteHByAX34n

roaX_BuFQTiAgj1
Mi3SblwAAganF
mZG50enNoAX3
3ufP3AX33ucl)...

roaX_BuFQTiAgj1
Mi3SblwAAgbm)
hdnhyYnVxAX33
urM-AX33upka...

roaX_BuFQTiAgj1
Mi3SblwAAgc2N
3dHp5cHdBAX37
SFWBAX379FN...

roaX_BuF'ﬁAgﬂ
Mi3SblwAAgdm1
qdnV6d2VtAX33u

roaX_BuFQTiAgj1
Mi3SblwAAgaW1
2d3FnbWx6AX33
u31DAX33u1W...

roaX_BuFQTiAgj1
Mi3ShlwAAgbm
ZsamZuZmRhAX
33ufmxAX33uc...

roaX_BuFQTiAgj1
Mi3SblwAAgaWV
Bamtka2xoAX33u
qwlAX33upkQA...

roaX_BuFQTiAgj1
Mi3SblwAAgbn)

mYm1neHN2AX3
4h4KuAX34h3...

roaX_BuFQTiAgj1
Mi3SblwAAgc21

mdHNxa2FjAX34
nt35AX34nce_A...

roaX_BuFQTiAgj1
Mi3SblwAAgdnZ
3bmx5eWppAX3

roaX_BuFQTiAgj1
Mi3SblwAAgc210
emN2a3VkAX33u
StIAX33ubaEAA...

roaX_BuFQTiAgj1
Mi3SblwAAgem39
5Y3BoeGZvAX33

sarab.me



24 scripts in one click

= TwillserAnalysis.zip - 169 MB

input

run

saudivision2030
=] Profile.xt saudinews50

billgates

oprah

RUM. Twillserfnalysis.bat

output

user_saudivision2030
user_saudinews30
user_oprah

user_billgates

images
e per_day_all_tweets.svg
e per_day_own_tweets.svy
e per_day_replies.svy
e per_day_retweets.svg
e per_hour_all_tweets.svg
e per_hour_own_tweets.svg
e per_hour_replies.svg
e per_hour_retweets.svyg
e per_rmonth_all_tweets.svg
e per_month_own_tweets.svg
e per_rmonth_replies.svg
e per_month_retweets.svg
e per_week_all_tweets.svg
e per_week_own_tweets.svg
e per_week_replies.svg
e per_week_retweets.svg
D saudivision2030-digest.txt
D saudivision2030-followers bt
D saudivision2030-fellowing.tet
=] saudivision2030-full bt
!ﬁ saudivision2030-heatmap.csv
D saudivision2030-reciprocal bt
D saudivision2030-tweets. tet

sarab.me



This tool use live streaming, leave it running for 13 minutes or more and check Followers folder regularly

= TwiFollActivity.zip

| want to know the activities in realtime and live for @saudinews30 followers

input Profiletet ——

| want to ignore these account so that | don't waste my time, because maybe they are following @saudinews30

input

ignoredst ———

—

—

run - [E] RUN, TwiFollActivity.bat

saudinews50
saudivision2038

AlArabiya
AlArabiya_ Brk
AlArabiya Eng
AlArabiya_ KSA
AlArabiya_Bn
AlArabiya_spt
AlArabiya_shows
AJArabic
AJABreaking
ajmubasher
ajanet_ar
ajmurgent
AJABreaking
AJA_Gulf
AJASports

cnn

cnnbrk
foxnews
nytimes
bbcnews
bbcbreaking
BBCPolitics
bbcworld

bbcengland Q

output

_ { Followers

@ data.json
| hashtag_frequencies.txt
B3] hashtag_hashtag_interactions.csv

7 hashtag_hashtag_interactions.json

[ id_listjson
:_'] influencer_frequencies.tct

| interacted_frequencies.tct
J not_monitored.txt

| tweet_frequencies.txt

:| tweeter_frequencies.txt

] tweets.tut

@I User_user_interactions.csv
ﬂ user_user_interactions.json
:_'] who_tweets_what.txt

| word_frequencies.txt

@ word_interactions.csv

2 word_interactions.json

sarab.me



. TwillserG.zip

input

run

saudinews5@

Profile.txt

RUM. FwilserG.bat

Download https://java.com/en/download/manual.jsp

saudinews30

output

You can alse draw your netwerk by gephi.org

Download https://gephi.org/users/download/

images
I‘ﬁ hashtag_hashtag_graph.csv
|| hashtag_hashtag_graph.json
@ hashtags.json
D hashtags.txt
|| influencers,json
D influencers.tct
|d mentioned.json
rﬂanHMnaiut
@ tweets.json
[l urlsjson
E] urls.txt
I‘ﬁ user_hashtag_graph.csv
|dl user_hashtag_graph.json
@ user_user_graph.csv
|§J user_user_graph.json

sarab.me



= TwiRetActivity.Zip This tool use live streaming, leave it running and check the screen regularly

@

Let say, | want to know who are Retweeting @saudinews30 tweets live and immediately as they retweet

Live, don't close terminal output
O B CAWINDOWS\system32iemd.exe — O ot
=| Profile.txt saudinews50 reading [:Ir"l:l‘l:ilE.:""

input Si as: Auto.agfal

O

run

RUM. TwiRetActivity bat




@Quser_a + @user_b + user_c + @user_d + user_e + @user_f + @user_g
Twitter Common Friends / Followers 1/2

degomaS ogin

degamall o oei] S g

@user_a + @user_b @user_d + @user_e @user_b
@Quser_a + @user_c @user_d + @user_f
Q@user_a + @user_d @user_d + @user_g
@Quser_a + @user_e @user_e + @user_f
@Quser_a + @user_f @user_e + @user_g
@Quser_a + @Quser_g @user_f + @user_g
@user_b + @user_c @user_e

@user_b + @user_d
@user_b + @user_e
@user_b + @user_f
@user_b + @user_g
Quser_c + @user_d
@user_c + @user_e
@user_c + @user_f

@USEr_c + @user_g

n'/rl*(n-n!=21

sarab.me



Jacinda Ardern(jacindaardern)

Tedros Adhanom Ghebreyesus(DrTedros)
Katie Jacobs Stanton(KatieS)

Global Citizen Impact(GlblCtznImpact)
African Union(_AfricanUnion)

Amina J Mohammed(AminaJMohammed)
Atul Gawande(Atul_Gawande)

Justin Trudeau(JustinTrudeau)

Rotary International(Rotary)
Malala(Malala)

Sue Desmond-Hellmann(SueDHellmann)
DonorsChoose(DonorsChoose)

Walter Isaacson(WalterIsaacson)
Andrew Ross Sorkin(andrewrsorkin)
Anténio Guterres(antonioguterres)

Twitter Common Friends / Followers 2/2

ava_friends.json + billgates_friends.json

co O kWi -

—
o ©

_
N =

_ =
B~ W

15
16
1
7
3
9

2 0

1 22

=] all_common.txt

=] ava_billgates.txt

|=| ava_G5tephanopoulos.tit

|=| ava_johnlegend.txt

=] ava_MickKristof tet

|=| ava_oprah.xt

|=| ava_CueenRania.tet

=] billgates_GStephanopoulos.bt
|=| billgates_johnlegend.tt

=] billgates_MickKristof bt

=] billgates_oprah.xt

|=| billgates_QueenRania.tet

=] GStephanopoulos_johnlegend bt
|=| GStephanopoulos_MickKristof bt
|=| GStephanopoulos_oprah. bt

|=| GStephanopoulos_CueenRania.txt
|=| johnlegend_MickKristof.tet

=] johnlegend_oprah.ixt

|=| johnlegend_CueenRania.tet

=] MickKristof_oprah.ixt

=] Mickkristof_QueenRania.tet

|=| oprah_CueenRania.tit

1 [ ava_friends.json

2 | | billgates_friends.json

3 | | GStephanopoulos_friends.json
4 | | johnlegend_friends.json

5 | ] MickKristof_friends.json

6 | ] oprah_friends.json

7 | | QueenRania_friends.json

@®

friends
output
E main.py

@

Run



Mame Date medified Type Size
lib File folder
4 api-ms-win-crt-heap-11-1-0.dll Application exten... 13 KE
4 api-ms-win-crt-locale-11-1-0.dll Application exten... 12 KB
4 api-ms-win-crt-rath-11-1-0.dll Application exten... 21 KB
4 api-ms-win-crt-runtime-11-1-0.dll Application exten... 16 KB
| api-ms-win-crt-stdio-I1-1-0.dll Application exten... 18 KB = fakefollowers.zip - check with virustotal.com
B=| fakefollowers.exe Application 13 KE
| Profilett < e i Put here your list of twitter accounts
4 python3.dll Application exten... 58 KB
Y python38.dll Application exten... 41028 KB
RUN fakefollowers. bat Windows Batch File | KB
| twitter_app.log Text Docul @8 cAWINDOWS\system32\cmd.exe - o X
4 weruntirme140.dl| Applicatid iing batch: ]
.: billgates_follower_ids.json S0M File
[F billgates_followers.json Sl Not Normal
.j, billgates_ranges.json SOM File 1thl
— oo ~ ] within
=) oprah_follower_ids.json SOM File : within
.: oprah_followers.json SOM File :E::i::
= : crikl B ounts : within
=! oprah_ranges.json J50M File _ sted within @
within
within
within 11
: within
v : within
Results 5 e createc

Click on RUN.fakefollowers.bat >

within 1
within
within

WUNCS
NS
Cour

UNTS




Social Media Username Search

billgates

Instagram:
Twitter:
YouTube:
GooglePlus:
GitHub:
Flickr:
Steam:
Vimeo:
SoundCloud:
Disqus:
Medium:
About.me:
FlipBoard: Not Found!
SlideShare: htt
Spotify:

Scribd:

Badoo: Mot Found!
Patreon:

BitBucket:

Behance:

GoodReads :
Instructables:
Kongregate:

L Journal:
Last.fm: http
Dribbble: Not Found!
Gravatar:

Pastebin:

Roblox

Gumroad:

Wattpad:

Blip.fm:

Wikipedia:

Hackerhews: s

CodeMentor: s

ReverbMation: tp
ignspiration: Not Foun

Bandcamp:

ColourLovers:

IFTTT:

Ebay:

Ello:

Tripit: Mot Found!

Basecamp: Not Found!

billgates.txt

billgates

w
=+
m
LA

W o

m/billgates
'billgates

User:billgate
r?id=billga

tes

fbillgates




To answer: What are the most words used in a twitter account - What type of content?

(‘ Legal disclaimer

Arabic Tweet Wordcloud

[ Q. saudinews50

Arabic Tweets - saudinews50 ALL

E

J"'" :‘..n‘,oa‘n%- U *3aadall d-‘)a-""ds’u % P | )9&; = j‘ ga%l .
da.\ho I-la l ' _ L i 9 ogf
MJ < u-'“"; Y . .
olalt " OS5 .g- agaig o e «all
pac = 3 . . —i)

g X i

=3 .3
—1 X $
A 3
p) 3 Fan
Slalasll l‘ glgl.xw 8
> et ¢ dijlyy 4L

3 u*”‘m&

guasS| e 4'“ ‘i skl
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§ - O X

Engagement Calculator

¥ - 0o X

Get Instagram Followers

§ - o

Get Instagram Friends

X

¥ - o X

Download Hashtag

Enter Profile

Instagram How-To

Enter Profile

Instagram How-To

Enter Profile

Instagram How-To

Enter Hashtag without #

Instagram How-To

¥ w - o X

Top 10% Most-Liked Pictures

¥ w - O X

Top 20 Most-Liked Pictures

7 - O

Hashtag Top 10 Users

X

7 tx - O X

Post per user from Hashtag

Enter Profile

Instagram How-To

Enter Profile

Instagram How-To

Enter Hashtag without #

Instagram How-To

Enter Hashtag without #

Instagram How-To

sarab.me



= Hm
\I
s
33.71977077483141 ||44.64294433593751 || Populate All |
33.71977077483141 44.64294433593751 Google Sat
33.71977077483141 44.64294433593751 Google 3D (N}
33.71977077483141 44.64294433593751 Google 30 (W)
33.71977077483141 44.64294433593751 Google 3D (E)
33.71977077483141 44.64294433593751 Google 3D (S)
33.71977077483141 44.64294433593751 Bing Sat
33.71977077483141 44.64294433593751 Bing 3D (N)
33.71977077483141 44.64294433593751 Bing 3D (E)
33.71977077483141 44.64294433593751 Bing 3D (S)
33.71977077483141 44.64294433593751 Bing 3D (W)
33.71977077483141 44.64294433593751 Google Street
33.71977077483141 44.64294433593751 Bing Street
33.71977077483141 44.64294433593751 TerraServer
33.71977077483141 44.64294433593751 LandViewer
33.71977077483141 44.64294433593751 Here Sat
33.71977077483141 44.64294433593751 Wikimapia
33.71977077483141 44.64294433593751 Zoom Earth
33.71977077483141 44.64294433593751 Yandex Sat
33.71977077483141 44.64294433593751 Map Box
33.71977077483141 44.64294433593751 Twitter
33.71977077483141 44.64294433593751 Zillow
33.71977077483141 44.64294433593751 Descartes
33.71977077483141 44.64294433593751 Mapillary
33.71977077483141 44.64294433593751 OpenStreetCams
33.71977077483141 44.64294433593751 SnapChat
33.71977077483141 ||44.64294433593751 [ Submit Al

'a:m;xinﬁ,'.;'_'F‘ %
e =
7] M Ghraib

Latlng(33.719771, 44.642044)

Al-Karmah

Ol o m‘i

Balzed R

Eslamshad-
e Ehart

Sarableh

Kermanshah

Ezandaran Faramh
=] = =
=
(3] Malayer
=
B Mahuand
= A A
Ovlernan X El = =l
. =
= = Barujerd
- ¥
Taghe Dorud
[ Khorramahad = e
e Aliguds
m '

Leaflet | Map data & OpeﬁSIreBtMap confributors, CC-BY-SA, Imagery & Mapbox
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Qpap CsteatView (Bpedal Hinfo Full Page Map Dual Maps
Q ~
Map  Satellite =

n

N

Harrison St
- .

- 9

3 “s
N R .
K © 2021 Google - image Dete: May 2021 . Terma of Use | Report  problem
T -
& Folsom St %
/F.

Map  Satellite

The Embarcaderogy \\\Q
& Harrison St ' O

SOMA USEFODIS

Greenspace 9

Google 2 Harrison Piping Rock Partners

Yo 9 % Athleta Headquarters o 9"'"'“‘3' House
attice % \

San Francisco Mozilla San Franc r,.v_nv g‘: Bay Bridge

) \
’ ~
o Pier 26 +
A Think Connected o Rincon Point
) O .
G 9 & e
ol — :
Ngital Realty D \ g - 4 y v )
G ] s o “ 3 re e L b R - L e
o 9 € Kevboard shoress  Mas dets £2021 Gasole 20mi 4 Termaof Use Recort s mas eree AL L s - + Man dats 2027 imaceey £2071 CNES / Artus Masst Tochnoinsss US Gaslosesl Survay 1 10m L Terma of Use | Recort 2 man emel
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Youtube

Video |D

Video D

Video D

Video ID

Video |D

Video ID

Video D

Video ID

Entire YouTube URL

Submit

Submit

Submit

Submit

Submit

Submit

Submit

Submit

Submit

(Full Screen with Commercial Bypass)
(Age Restriction Bypass)

(Country Restriction 1D)

(Download Options)

(Reverse Video Search)

(Display Frames of \ideo)

(Video Archive Page)

(Video Archive File)

(Display Date, Time, Frames, & Reverse Image of Video)

sarab.me



@ mapbox About Terms Privacy Policy

2 -

@ mapbox About Terms Privacy Policy O mapbox About Terms Privacy Policy el s - sl Gasdl WS @ mapbox About Terms Privacy Policy
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End



