oo ol (o el )

OSINT

(el 1§l skl ) o G | 3 el | |y bt | (o) S e



OSINT

Open Source Intelligence
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OSINT
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100 million people from 30 nations participated in the war
$1,000,000,000,000

75 million people died in WwII

INFORMATION

HUNTERS = Racio

Newspaper sl dgallall ool

WHEN LIBRARIANS, SOLDIERS, AND SPIES
BANDED TOGETHER IN WORLD WAR Il EUROPE

KALHY PELS

‘, : w : OSINT # Local Archiving + Mining + Intelligent Query

TV

OSINT ==== Intelligence from Open Sources




OPEN SOURCE
INTELLIGENCE
TECHNIQUES

RESOURCES FOR SEARCHING AND
ANALYZING ONLINE INFORMATION

FIFTH EDITION

-

MICHAEL BAZZELL

OSINT
Slogleall § Bayadd B39

1.2 billion websites in the World as of July 2021
200 million web pages are active
56.5 billion web pages indexed through Google

59.3% of all websites are written in English
oyl

OSINT === Intelligence from Open Sources

OSINT # Local Archiving + Mining + Intelligent Query



2018 TikTok

ntent lan for w [
2017 Microsoft Teams Content languages for websites

zgig S 1 English 60.6% Coadl Sl Wikipedia page views by language
iscor
2 Russian 8.3%
2014 5 S— 2 9% 2021 1 English 1 English
2013 Vine urkis =970
2012 Zoom P spanish 2 o | 2 Japanese 2 Japanese
2011 Snapchat 5 Persian 3.3% 350 mi I ||On web pages are active 3 Portuguese 3 Spanish
. (v]
2010 Pinterest, Instagram . — 5 7% 565 bl”lon 4 e 4 German
2009 WhatsApp : .
web pages indexed through Google 5 Spanish 5 Russian
7 German 2.3%
2008 Dropbox
2007 Tumblr 3 Japanese 2.1% 6 Dutch 6 French
2006 Twitter 9 Vietnamese | 1.7% 59.3% 7 |Korean 7 Italian
2005 YouTube, Reddit 10 Chinese 1.4% of all websites are written in 8 French 8 Chinese
2003 WordPress, LinkedIn ernet users by lahguage @ e - -
alay olis
2002 1 English 25.9% Tweets/user
G 11 | Arabic
2001  Wikipedia 2 Chinese 19.4% Top 10 languages on Twitter
2000 |Baidu 3 Spanish 7.9% 12 Persian
1999 Internetin Saudi Arabia, PayPal i
Yy 4 Arabic 5.29% 13 Indonesian
1998 Google
1997 Ivandey. Netfl 5 Indonesian / 4.3% 14 | Dutch
andex, Netflix . 37
Malaysian Top 250 YouTube channels 15 | Turkish
1996 6 Portuguese 3.7%
1995  Altavista, Amazon, eBay 7 Erench 339 66% of the content is in English, 15% in Spanish, 7% in Portuguese, 5% in Hindi, 2% in Korean,
CeRR 8 Japanese 2.6% while other languages make up 5%
1993 i
1992 9 Russian 2.5%
1991 World Wide Web Project 10 German 2.0%




Internet Status Quo

Are we loosing control?

Intellectual Isolation - tailored knowledge - (Search Engines Algorithms)

Few firms control the surface web: Wikipedia, Twitter, SnapChat, TikTok, Microsoft, Skype, Facebook, YouTube ... etc.

Countries are joining forces to spread disinformation and strategic deception on the internet

Mobile phones means you don’t control the OS

Clouds means you don’t own your data

Windows 11 closer to becoming a mobile OS

Cyber crimes is matured as an industry

Cyber arms race, 31 countries have cyber commands and cyber weapons

What is the effect on OSINT Research & Development?



Surface Web

Full Visibility Limited Visibility
Surface Web Deep Web
Deep Web Surface Web Deep Web Surface Web
Internet Internet

A
v
A
\ 4

v X




Open Source Information
Reliability and Credibility Ratings
(Source: US Army ATP 2-22.9)

soul] g

Reliability of the source

Credibility of the information

A |Completely reliable 1| Confirmed by other sources
A Reliable No doubt of authenticity, trustworthiness, or competency; has a history of ; 1
complete reliability. | Usually reliable ‘2 | Probably true
B Usually Minor doubt about authenticity, frustworthiness, or competency; has a history of [ = % 5 = S
reliable valid information most of the time. C |Fairly reliable '3 | Possibly true
Eairlv reliabl Doubt of authenticity, trustworthiness, or competency, but has provided valid ) |
c airly reliable information in the past. ‘ D | Not Usua"y reliable j4 Doubtful
D Not usually Significant doubt about authenticity, trustworthiness, or competency, but has . ]
reliable provided valid information in the past. E | Unreliable 'S | Improbable
. Lacking authenticity, trustworthiness, and competency; history of invalid T p ‘— z
E Unreliable m%m v P v v F | Reliability cannot be judged |6 | Truth cannot be judged
Cannot be . , _ o w— L
F judged No basis exists for evaluating the reliability of the source.
| ot | D)
. Confirmed by other independent sources; logical in itself: consistent with other A B C D E F
1 Confirmed , . - _ . o
information on the subject. Source Corn pl etely Lsually Fairly Mot usually Unreliakle Reliakility
2 Probably true Not confirmed: logical in itself; consistent with other information on the subject. Reliability reliahle reliakle reliakle reliakle cannot he
. Not confirmed; reasonably logical in itself, agrees with some other information judged
3 Possibly true —_—
on the subject.
4 | Doubtfully true | Not confirmed; possible but not logical; no other information on the subject. 1 2 3 4 5 (3
5 Improbeable Not confirmed: not logical in itself, contradicted by other information on the Ancuracy of Confirmed | Confirmed Cormplies Unconfirmed [ Unconfimmed Truth
subject. infarmation by other in part by with and and cannot be
6 | misinformation Uninterjtionally_false; not Iogic_al in itself, contradicted by other information on sOuUrces ather behaviaur contradicts contradicts judged
the subject; confirmed by other independent sources. sources, pattern, estimate, EXpErEnCE,
. Deliberately false; contradicted by other information on the subject; confirmed therefore therefore therefore therefare
7 Deception by other ind dent s
y otner independent SoUrces. probakly possibly doubtful improbable
Cannot be . . . . . . frue frue
8 judged No basis exists for evaluating the validity of the information.
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Information Filter
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OSINT
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Bayesian System Complexity 4/


https://sarab.me/complexity/

Troops

1. the Houthis have suffered a high number of fatalities during Marib offensive, significantly
reducing their ranks.

Break down Jane’s Intelligence Reports example

2. Saudi military campaign is causing fatalities among Houthi ranks.

3. The group is trying to replenish its troop levels, BUT conscripts are typically younger, less
trained, and are far more likely to flee from battle.

Static Approach
System @

4. The Houthi group will become increasingly reliant on ill-trained, often forcibly
recruited youth, decreasing their operational capabilities.

5. Houthis are suffering from depleting ranks and increasing its dependence on unskilled
fighters.

JSI JI (6355 clin ¥l goane iduwlysll i goussall / dudill i

6. Thousands of children were among the new recruits sent by the Houthis to fight in Marib.
Finance
7. The Houthis are likely facing a worsened financial struggle.
8. The cost of the ongoing Marib offensive will likely far outweigh the group’s current
revenue streams.
Now the link when Janes said:

There is almost certainly a direct correlation, and probable causation, between significant
Houthi attacks against Saudi economic and military assets and high frequency Saudi air
interdiction missions.

Maore Saudi airstrikes = decrease in Houthi capabilities

decrease in Houthi capabilities = More Houthi missile against Saudi




@ Static Approach

System

Information Deficiency Action

Do we have the information we need?  Find and filter news

What do we know / not know? Act as central clearinghouse
What does it mean? Develop implications and trends
What should we do? Recommend actions

A

Break Down Reginal economy j_\‘ v orchaes
irms - *

Firms.investment

g
Households.consumption

Micro behaviour to Macro behaviour

JSI I (538 e3>l goano

Rest of
the World

Rest of the World.net exports

nominal
income

Production.price index

I

Production.GDP | &

Production



Dynamic Approach

System @
Sl wady 1 Il atls
Modeling and Simulation
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Crime and Narcotics
Coalition Forces & Actions
Physical Environment

Afghanistan Stability / COIN Dynamics S St | e ses
M | Afghanistan Security Forces
.

Dynamic Approach
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Key Feedback Loop: Securing and Empowering the Population

Total

SIEE : 0%.'5 Security
( = Famn
—
/v ca M?th\&\ Swasp Ops__

Lg;lqg I;:i" nﬁ‘*dmﬂ Policing &

apaci Securi ps—————_,
Capacity EPrIDrI‘tIHBty [Holtgi
ANSF Veness \
Manpower
Recruiting &
Retention Territo

Under Gov

Control :Afgﬁan

& Pakistan)

Fear is a key mechanism for insurgent factions to prevent the :
population from engaging and actively supporting the :
Government. |
Securing populated territory (clear and hold ops) can reduce !
insurgent ability to target and intimidate the population such r
that Gov’t sympathizers are willing to be active supporters. .
*« HUMINT: The population will be more willing to provide intel :
if they do not fear insurgent repercussions. ,
» ANA & ANP Development: ANSF recruiting and development |
is facilitated by the expansion of secure regions. (ANA and !
ANP leaders, families, facilities, etc less likely to be targeted or !
overrun. '
mr llu.l-. :TLL|I|I1| e

2 PA Knowledge Limited 2008
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Bayes theorem defines the probability of an event based on the prior knowledge of the conditions related to the event

Bayesian

H= Hypothesis, E= New Evidence

podll shote idpdydl Equation:

PH |E)=P(E | H)*[P(H)/P (E)

Where P(H) and P(E) are the probabilities of events H and E
P(H | E) is the probability of event H given E
P(E | H) is the probability of event E given H



(Bayesian Method) §ulas

H= Hypothesis, E= New Evidence

Equation:
PH|E=PE|H*PH)/P(E)]=.064*.65/.83=.05

Variable Date
P (E | H) = Recovery World Wide except in source countries=1.513

*100/23.592 =%6.4 12/3/202

https://www.arcgis.com/apps/opsdashboard/index.html#/bda7594740fd402994 0

23467b48e%ecf6

P (H) = Recovery in source countries= 66.814*100/102.394 = %65 | 12/3/202

(see table 2.a, 2.b) 0

P (E)=10*100/12 = %83 Containment by October -

Table (2.2)

Country Total Confirmed | Recovered

China 80,932 62,810 Percentage of recovery in
Italy 12,462 1,045 source countries
Iran 9,000 2,959

Total 102,394 66,814 65%
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PH|E)=PE|H)*[P(H)/P(E)]=64*65/83=%5
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https://www.arcgis.com/apps/opsdashboard/index.html#/bda7594740fd40299423467b48e9ecf6
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Social Media Analytics examples



Saudi Vision 2030 Sentiments (en)

experiment with: Saudi Health, Saudi Housing ...etc

SaudiVision 2030

Search from date

1 week ago

Minimum replies

Exclude replies

Minimum retweets

Exclude retweets

L]

Limit

10000

Minimum hearts

Analysis results

Number of matching tweets: se

Sentiment

POLARITY

0.17

Sentiment Polarity

L0

0.37

SUBJECTIVITY

0.34

£ 0
a8 00@ L L 2 L
El
o
-0.54
-1.0 T T T T T T T T 1
May 11 May 12 May 13 May 14 May 15 May 16 May 17
Azta
Sentiment Subjectivity
1.09 5 $
0.8+
® |
£ 0.6+ 4
g
=
= 0.4+
E
0.2

8
May 11 May 12 May 13

L
May 14
date

May 15



17017 words total, with a vocabulary size of ©924
Max sentence length is 72

(18, 272y (20, 272)
SVHM accuracy: 0.90
precision
0 0.590
1 0.00

accuracy
macro avg .45
weighted avg 0.81

(18,)

recall

1.00
0.00

0.50
0.50

(z0,)

fl-score

0.585
0.00

0.50
0.47
0.85

support

18
2

20
20
20

_ Receiver Operating Characteristic SVM classifier
Negative

— AUC = 0.89
Bl sentiment

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Positive

This means we have 11% error in predicting if the sentence is Positive, Neutral or Negative



News Sentiment Analysis vs Stocks

One Month Data

MNews Sources: ws|.com, bbc.co.uk, nytimes.com, bloomberg.com, businessinsider.com, cnbc.com, cnn.com,
foxnews.com, aljazeera.com, apnews.com, reuters.com, huffingtonpost.com, washingtonpest.com, time.com,
theguardian.com, dailymail.co.uk, economist.com, usatoday.com, telegraph.co.uk, mirror.co.uk, news.google.com, fl.com,
independent.co.uk, forbes.com, fortune.com

Put Country Here

Please enter a Stock Symbal: (e.g. Blackrock Enhanced International Dividend Trust (BGY))

Put Stock Symbol Here

(] Show data

Sentiment Analysis - Country

Number of Articles

ey ﬂl‘l" o e o - ok o o A% A1
o 1 g 1 1 gV L g1t o
™ ™ ™ ™ . 7 1 1 19

To answer two questions:

Question One: Which sentiment (Positive or Negative ) is dominating the
news headlines about Saudi Arabia in the last month from the following
News Sources:

wsj.com, bbc.co.uk, nytimes.com, bloomberg.com, businessinsider.com,
cnbc.com, cnn.com, foxnews.com, aljazeera.com, apnews.com, reuters.com,
huffingtonpost.com, washingtonpost.com, time.com, theguardian.com,
dailymail.co.uk, economist.com, usatoday.com, telegraph.co.uk,
mirror.co.uk, news.google.com, ft.com, independent.co.uk, forbes.com,
fortune.com

Question Two: Is there an impact (Positive or Negative) of news sentiments
about Saudi Arabia on stocks market prices?

Sentiment vs Price - Country VS Stock

Sentinent

o

41 e dﬂh 0“1‘ i W Qh,-_,a 4% 1
7 1 F A i 407 18 1

Naaa



Filters: sspm.t jadzll | Olaiall | dadll |

Influential Tweets by Subject

. = O -
e ] U - U [ &
-_..__ﬂ.r_...' e

=10 3

all s al
Jhmeall sl

Ry

Mixed Latest Tweets

3 2030 a5 4audl a3,

#  Tweets Date Subject Followers #  Tweets Date Subject Followers A
. rFs
1 =leh ::—_:,_,-‘._}'J ';:_;:5— T TR S -Lf:_:j:_l': L'Tl_..d':;' I.L_"r-'J: - T ].3—_"5&.P1'—22 Zaenll 13,891_12'] 1 J__—.'L:_;'_E_E_;l_..\_a# Bils o (gewal :._‘n-l_j_ln' @Turkj_ . 16—.&pr—22 i3l 141
2 G et sl e 4l DLty wheaalip s age aas ket . 13-Apr-22 2.l 1,288,892 2 @Gnon vipl fim o bl il Bl 16-Apr-22 il 293
3 (@althdalsyad? ol 5ls woiael e spie e abeno . 16-Apr-22 Gl 999,996 3 @Azom_sa j Olaall g s jlpl i e 0.0 16-Apr-22 Jlaal 6
4 ali— b o e s e el 88 0 o e € . 16-APE-22 781,219 4 @AI1CVYNBLZbg5Qz5 @SEKGJa3IRd...  16-Apr-22 oz 11
5 aal e T oadeY LB et mieloH palzesl . 16-Apr-22 0 sl 618,957 3 (s lpy l Epdll pulall M1 s ME22 16-Apr-22 | 236
6 (Laks 249.0) a3q) (0pks 323.9) et (00l 3215 o0 153-Apr-22 el 514 346 6 @HazemAlbalushi w4 1 0 m2i glos v, 16-Apr-22 o 1,553
7 (@DrMorphinee @sabgorg @nazaha gov_sa .. 16-Apr-22 ..l 487,334 T (@aTlat00t @KSAE]3 Joasr il sbia glho . 16-Apr-22 L 6
7 (@Fahad Alotbi82 (@sabgorg @nazaha gov_ ... 16-Apr-22 sl 487,334 ¥ 8 Hirlupal dd Gl il 16 3 eplediides oo 16-Apr-22 2413 Y
Tweet Volumes
Ol @ i) @i @ ld @ispe @isc) @ il @Ilin) @ Lol
20
5 10
5 ° L0 ..
A A . 5 - B . B ] ,-."'{jl & & A e © ﬂ,_"'u a0 . A A + AT AT A
o w8 T T T W T T T T T e T T T e T T e
W L W LE > Ny e WO N Ao \© ol e A A \o 3 W o o \D

Date [Time

Date

4/1/2022

4/30/2022

Followers

i}

O

13,891,120

Subjects

Selecr all

Al )i

-D.‘d_,.q...n!]

O




=~ DSCOS-Focused Training | Sarst X | @ http him % | @ hitp html % [ LNHM x [ httpsi/sharestreamlitio/getdat: X | +

C A Notsecure | 139.162.174.166:8080

HI Apps M Gmal €3 YouTube @ Maps [ MNews By Translate [ Crontsb - QuickRe.. w

Live Negative Hashtag Monitor (Updated Daily at 7am local time)

LNHM Dashboard LNHM Purpose Team Members

LNHM Dashboard

Live Negative Hashtag Monitor (LNHM)

Number of likes per tweet for top Saudi Arabia Ministries (200 tweets sample)

Number of re-tweets per tweet for top Saudi Arabia Ministries (200 tweets sample)

Dashboard idea - LNHM

LNHM is a set of open source codes for monitoring negative Hashtags related to the performance of service ministries in the Kingdom of Saudi Arabia. Find quCkly 1if negative hashtags related to Saudi Vision 2030 ongoing

Why Monitor Negative Hashtag Activities?

Negative Hashtags have less noise (Ads) and low in popularity, two reasons why their activities and age should be monitored.

jlazlg dypelig Bls Il iy
Zakat, Tax and Customs Authority

L}
&
| W * %
o=
'!M"I =~ X e
~ulsil R Jaclislig S5

Hlﬁml."?m? daunll gjljq uclolall dsaillly aayill &_olall asgl

developments are still alive and if they are, are they getting more or
less active?

Live Negative Hashtag Monitor

wgg—idl 4)lig
ETE P RFNTETN dygpall g dalyl


http://139.162.174.166:8080/

Obtained tweets

Obtained tweets

Mined tweets based on negative hashtag (a0 S a 1#)(100 tweets sample)

100

80

® °¢ ome o
"boo

40

20
T (May 17, 2022, 15:35:23, 14)
e

- o ..~_. ®

00:00 06:00 12:00 18:00 00:00
May 17, 2022 May 18, 2022

Date tweet posted

Mined tweets based on negative hashtag (b=l _<wsl iy ,n#) (100 tweets sample)

20

®e
15 ..
® o
o
10 - e
[

22:00 23:00 00:00 01:00 Q2:00 03:00
May 17, 2022 May 18, 2022
Date tweet posted



If Language # English:
Import Google API Translator

Saudi Arabia News Coverage
in different languages

Clean the News (Headline, Opening Text, Hit Sentence, Key Phrases)

Date URL

eadline

30-Dec-20 Saudi and Israeli fore hitps://cnnphilip (CNN) — US Secretary ¢ Saudi and CNN Philip Oren
30-Dec-20 Saudi and Israeli fore hitps://edition.c (CNN)US Secretary of 51 Saudi and CNMN.com | Oren
30-Dec-20 Covid Melonjak di 5z https:/fwww.
30-Dec-20 FOTO: Cerita Montir https:///www.
29-Dec-20 Saudi Kirim Ribuan P https:///www.
27-Dec-20 Houthi Diklaim Lunct https:/fwww.
27-Dec-20 Curah Hujan Tinggi, £ https://www.
27-Dec-20 Arab Saudi Bantah K: https://www.
27-Dec-20 Cerita Warga Arab 5z https:/fwww.
25-Dec-20 Koalisi Arab Saudi Se https://www.
25-Dec-20 Natal Kini Semarak d https://www.
24-Dec-20 Dulu Sembunyi-sem hittps://www.
24-Dec-20 Intel AS Sebut Arab £ https:/fwww.

Opening Text Hit Sentef Source

cnr Saudi kembali menerag Covid Mel CNN indonesia
cnr Jakarta, CNNM Indonesia FOTO: Cer CMN indonesia
cnr Arab Saudi mengerahk: Saudi Kirit CNN indonesia
cnr Pasukan Koalisi Pimpin Houthi Dil CNN indonesia
cnr llustrasi. Beberapa kotz Curah Huj CNM indonesia
cnr Pohon Matal di salah sa Arab Saud CNN indonesia
cnr Pohon MNatal di salah sa Cerita Wa CNN indonesia
cnr llustrasi. Kondisi Yamar Koalisi Ar: CNM indonesia
cnr llustrasi. (Foto: Istockpt Natal Kini CNM indonesia
cnr Semarak Matal di sebua Dulu Seml| CNN indonesia
cnr Sumber intelijen AS me Intel AS St CNM indonesia

Source

CMM Philippines
CMM.com International
CMNN indonesia
CMMN indonesia
CMNN indonesia

23-Dec-20 New images indicate https://edition.c US intelligence agencie New imag CNN.com Internz United States English
23-Dec-20 CNN Exclusive: US in https://edition.c Washington {CNN)US ir CNN Exclu CNN.com | Zacha United States English

23-Dec-20 FOTO: Bandara Inten https://www.
20-Dec-20 Pangeran Saudi Beri https://www.
18-Dec-20 Deret Skandal di Ker https://www.
18-Dec-20 FOTO: Potret Dinasti https://www.
18-Dec-20 5 Fakta Unik Dinasti ¢ https://www.

cnr Jakarta, CNNM Indonesia FOTO: Bar CMN indonesia
cnr Pangeran Saudi, Turki b Pangeran CMNN indonesia
cnr Mendiang Raja Abdulaz Deret Skal CNN indonesia
cnr, CNN Indonesia -- Dina FOTO: Pot CNM indonesia
cnr Raja Abdullah bin Abdu 5 Fakta Ur CNN indonesia

Influe Country  SuklLanguage
Philippines English
United States English
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Indonesia
Indonesia Malay
Indonesia Indonesia

Reach
2448091
25004258
15468447
15468447
15468447
15408447
15468447
15468447
15468447
15468447
15468447
15408447
15468447
25004258
25004258
15468447
15468447
15408447
15468447
15468447

If Language = English:
Clean the News (Headline, Opening Text, Hit Sentence, Key Phrases)

Desktop R Mobile Re Twiti Faceb Reddi Natior Eng: AVE

5353300
9163585
1697707
1697707
1697707
1697707
1697707
1697707
1697707
1697707
1697707
1697707
1697707
9163585
9163585
1697707
1697707
1697707
1697707
1697707

1394585
15840673
13770740
13770740
13770740
13770740
13770740
13770740
13770740
13770740
13770740
13770740
13770740
15840673
15840673
13770740
13770740
13770740
13770740
13770740

mmwhwwwmﬁ@

133
322
12
16
i

FoRLE I I S I = ]

0
18
81
65
36
a1
39
32
11
50
82

8764
40
11

7026

320
682

130

0

L D e I s Y o Y o [ o I s e o I o [ R s

=]
o

o o o o o

o

[ L e R e g o Y e [ e e e o P e e = = = R = = R =

22645
2E+05
1E+05
1E+HD5
1E+HD5
1E+HD5
1E+0S
1E+05
1E+05
1E+HD5
1E+HD5
1E+HD5
1E+0S
2E+05
2E+05
1E+HD5
1E+HD5
1E+HD5
1E+0S
1E+0S

Sentim|{Key Phrases |Input Nam Keywords

MNeutral Blinken and ot Adhoc Se: Saudi
MNeutral Blinken and ot Adhoc Se: Saudi
MNeutral aturan masjid, Adhoc Se: Saudi
Megativ lapangan peke Adhoc Se: Saudi
MNeutral Akibat curah b Adhoc Se: Saudi
MNeutral Penghentian t Adhoc Se: Saudi
MNeutral Arab Saudi ny: Adhoc Se: Saudi
MNeutral FAYEZ NURELL Adhoc Se: Saudi
Positive foto itu, keyak Adhoc Se: Saudi
Megativ akibat serangz Adhoc Se: Saudi
Positive Hal ini,Keluarg Adhoc Se: Saudi
Positive cerita orang,ci Adhoc Se: Saudi
Meutral daerah terseb Adhoc Se: Saudi
MNeutral Mew images, k Adhoc Se: Saudi
Neutral Biden adminic Adhoc Se: Saudi
Megativ serangan udar Adhoc Se: Saudi
MNeutral Anggota keraj Adhoc Se: Saudi
MNegativ Hukuman ini,F Adhoc Se: Saudi
MNeutral Adhoc Se: Saudi
Positive Banyaknya anj Adhoc Se: Saudi



Subjectivity Score

0.7

0.6

0.5

0.4 4

0.3 A

0.2 1

0.1

0.0

Keyword: Saudi Subjectivity Over Time

Saudi Arabia News Coverage

—— CNN
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Polarity

CNN vs Fox News Sentiment

Saudi Arabia News Coverage

CNN vs The Washington Post Sentiment
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CNN vs The Washington Post Sentiment

Saudi Arabia News Coverage

CNN
The Washington Post

T
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Subjectivity

T
0.8

T
1.0

Polarity: The orientation of the statement whether negative, neutral or positive.

It ranges from (-1,1). (-1) indicates negativity and (1) indicate more positivity.

Subjectivity: Measures if statement is based on a fact or influenced by personal
feelings and opinions. Is there a judgment, opinion or emotion in the statement?

It ranges from (0,1). (0) being a fact and (1) a personal feeling.

The dots are averaged approximately over every 70 news texts over time. It shows how subjectivity and polarity are related to

each of the news agency texts. You can see that when the subjectivity of the tweets are large the polarity varies a lot. On the other

hand for news with small subjectivity, polarity does not vary much.



Tweet VS Time

Retweets and Quotes began to fade
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Steps for harvesting random samples accounts from Twitter for Public Surveys

https://sarab.me/twitter-for-public-surveys/



https://sarab.me/twitter-for-public-surveys/

Who retweeted a tweet but are not following the original account!

Useful for Rumors Spreading



Follower of the original account <«

NOT Followers of the original account <—

Use: TweetHops.zip in the tools list

t------ - e bl Fo-m——-- Frmmmmmm - Fo-mmmmm - F--mm---- +--m---- t-------- Fommm————-- F--m——————-- +

| 5.m2 | UserID | Re/TwtTime | Retwts | Orig.Twt? | Dir.Folwr? | #Folwr | #Twts | #Frnds | twt_rate | rtwt_rate |

+------ +-------------- +--------- - +-------- +----m - +------------ +-------- +------- t-------- - +----------- +

| 1 AzeezKhalids | 2822-82-18 12:42:48 1 Yes Mo | 2587 | 1%@28 | 729 | 28.667 | 9.5 |

I[ 2 saudimonass 2822-92-18 12:45:55 - Mo [ 1 | 1753 | 31183 | =874 | 19.8 | 2.8 |

+------ +-----em - +------- - +-------- e ) +------------ +-------- +------- t-------- +---------- +----m———-- +

+------ +-----me - Fommmm e +-------- +--------—-- e +--------4-------4--------F----------4-----------F

| 5.Mo | UserID | Re/TwtTime | Retwts | Orig.Twt? | Dir.Folwr? | #Folwr | #Twts | #Frnds | twt_rate | rtwt_rate |
+------ +-----me - Fommmm e +-------- +--------—-- e +--------4-------4--------F----------4-----------F

— h7135@5283 | 2022-82-11 15:18:57 | 4 | Yes | No | 1eev | 27838 | 1814 | 48.8 | 133.8 |

I 2 nazseralawlaqi@ | 2822-@2-11 15:11:85 | - | Mo | 1 | 1548 | 8853 | 2893 | 1le@.e | 3.8 |

I 3 | deswitsdestra | 2622-82-11 15:11:15 | - | fls] | 1 | 184 | 5353 | 132 | -g.e | z@e.8 |

N4 | Shb1Twytr | 2@22-82-11 15:1%:81 | - | f1s] | 1 | 49 | @981 | 64 | &.@ | 5.5 |

s | nukeelokld | 2822-@2-11 15:23:15 | - | f1s] | 1 | 77 | 5287 | 1583 | -a.8 | z280.8 |
t------ e e Fommm s t-------- Fo-m——————— t--mmmmm - Lkl Satnledebids sl S Sttt
t------ o= e e ittt ettt e o Fo-m----- Fommm—————- Fommmmmm - +
| 5.Mo | UserID | Re/TwtTime | Retwts | Orig.Twt? | Dir.Folwr? | #Folwr | #Twts | #Frnds | twt_rate | rtwt_rate |
t------ o= e e ittt ettt e o Fo-m----- Fommm—————- Fommmmmm - +
| 1 | EmiratiPatrict | 2822-82-11 85:5@:58 | 32 | Yes | Mo | 1148 | 15487 | 734 | 2.867 | 7.8 |
2 | HalawsMark | 2822-82-11 86:13:45 | - | Mo | 1 | 98@e | =5833 | 998 | 4.385 |  B.538 |
I 2 | 27kislevws7ls | 2822-82-11 96:14:42 | - | Mo | (2, 'HalawaMark') | 1528 | 359481 | 1384 | 9.8 | 185.8 |
| 4 | PoOTerritory | 2822-82-11 96:18:43 | - | Mo | (2, 'HalawaMark') | 2%5@ | %e682 | 13@ | 7.8 | 52.333 |
+------ +-----e - e e e e +-------- +-------- +-------- Fommmmmm - t----mmm——-- +
+------ +-----em - +------- - +-------- e ) +------------ +-------- +-------- +-------- +-----m---- - +

| 5.Mo | UserID | Re/TwtTime | Retwts | Orig.Twt? | Dir.Folwr? | #Folwr | #Twts | #Frnds | twt_rate | rtwt_rate |

+------ +-----em - +------- - +-------- e ) +------------ +-------- +-------- +-------- +-----m---- - +

| 1 | AzeezkKhslids | 2@22-82-18 13:21:52 | 2 | Yes | Mo | 2587 | 1sez2s | 729 | 28.667 | 9.5 |

2 T ajassimenwar | 2@22-82-1@ 13:41:@5 | - [ Mo [ 1 | 511 | 119948 | 123 |  -8.8@ | 193.8 |

31 hsg 43 | 2@22-82-18 14:83:02 | - | Mo | 1 | 174 | 28828 | 663 | -8.8 | 178.8 |

t------ - e bl Fo-m——-- Frmmmmmm - Fo-mmmmm - F--mm---- e o Fommmmm——— - +

t------ - e ittt Fo-m————- Fommmmmm Fommmmmmm——- Fomm——--- i el ity sl +

| 5.Mo | UserID | Re/TwtTime | Retwts | Orig.Twt? | Dir.Folwr? | #Folwr | #Twts | #Frnds | twt_rate | rtwt_rate |

t------ - e ittt Fo-m————- Fommmmmm Fommmmmmm——- Fomm——--- i el ity sl +

| 1 | A713585283 | 2822-22-18 14:43:26 | 1 | Yes | No | 1eer | 27836 | 1814 | 4.0 | 133.8 |

| 2 | nooralzikr [ 2622-82-18 15:35:35 | - | Mo I ] 1 | 184 | 5185 | 184 | -g.2 | 2e@8.82 |

—————— +-----------"+----------"-"----"-"-"--"-"-"F¥----"-"-"-"-"%F+--"--"-"--"---"-"%+-----------"-"%-------"-"%4+-------"%+---"-----"4----------F-----------%

+------ +-----em - +------- - +-------- e ) +------------ +-------- +------- t-------- +---------- +----m———-- +

| 5.M2 | UserID | Re/TwtTime | Retwts | Orig.Twt? | Dir.Folwr? | #Folwr | #Twts | #Frnds | twt_rate | rtwt_rate |

+------ +-----em - +------- - +-------- e ) +------------ +-------- +------- t-------- +---------- +----m———-- +

| 1 | Ayman_Hssanl | 2822-92-18 17:36:16 | 1 | Yes | Mo | 1384 | 8374 | 3518 | B.571 | 11.8 |

| 2 | lefthustisya | 2022-02-1@ 18:32:50 | - | No ' 1 | 48 | 244 | 233 | -8.8 | 33.8 |

+------ R L e - +--mm - T-—mmm—————— +-------- R +------—- - +--m——————— +



http://sarab.me/TweetHops.zip

Compare Hashtags.zip - pdf

Compare four hashtags sentiments (all at once)

#saudiarabia / #KSAatExp02020 / #saudi / #KSA

created_at

SatJan 22 17:47:49 +0000 2022

T R N

SatJan 22 17:47:43 +0000 2022

Sat Jan 22 17:47:40 +0000 2022

wWooo = oo

Sat Jan 22 17:47:36 +0000 2022
10

11 |Sat Jan 22 17:47:27 +0000 2022
12

13 |Sat Jan 22 17:47:25 +0000 2022
14

15 |Sat Jan 22 17:47:22 +0000 2022
16

17 |Sat Jan 22 17:47:11 +0000 2022
18

19 |Sat Jan 22 17:47:08 +0000 2022
20]

21 [SatJan 22 17:47:05 +0000 2022
22

23 |8at lan 22 17:4/:59 +0000 2022

source original_text polarity = subjectivity
<a href="http://t\ Do you need help finishing your 0 1
<a href="https://t RT @ TheUAEnft: Diversify your 0.3 0.9
<a href="https://t RT @TheUAEnft: The falcon has a 0 0
<a href="https://t RT @ TheUAEnft: Are you 0.3 0.8
<a href="http://t' RT @melleferre: @Dalell6dot7 ¢ 0 0

<a href="https://i RT @ TheUAEnft: Crypto Falconry 0.144444 0.311111111
<a href="https://i RT @TheUAEnft: Are you looking  0.3375 1

<a href="https://1 RT @TheUAEnTt: First "Majestic 0.25 0.333333333
<a href="http://t' RT @millichronicle: #Saudi Y1 &' 0.166667 0.333333333

<a href="https://t RT @ TheUAEnft: Buyer of 0 0

<a hraf="httn//f Do von need heln finishine vour 1] 1

lang

en

en

en

en

en

en

en

en

en

en

an

favorite_count

retwest_count

19

original_author
CustomPapers13
KingCoinMaster
KingCoinMaster
KingCoinMaster
EkbMary
KingCoinMaster
KingCoinMaster
KingCoinMaster
MazarMudassar2
KingCoinMaster

CustomPanersi3

possibly_sensitive hashtags

FALSE NFT, NFT, NFTs
FALSE . MFTs, UAE, Dxb, Du
FALSE NFT, NFTs
Trump, Saudi
MFTart

Saudi, MBS, HateSpeech, ex

FALSE

user_mentions

TheUAEnft

TheUAEnft

TheUAEnft

place place_coc

United States

le116dot7, MingGao26, JillEHughes

TheUAEnft

TheUAENnft

TheUAEnft

millichronicle

TheUAEnft

United States


https://twitter.com/hashtag/saudiarabia
https://twitter.com/hashtag/KSAatExpo2020
https://twitter.com/hashtag/saudi
https://twitter.com/hashtag/KSA
http://sarab.me/compare_hashtags.zip
http://sarab.me/compare_hashtags.pdf

type-12(C-21) type-18(F-16)

type-18(F-16)

B-1
E-3

type-13(U -2)
T

mele”
4

type-17

‘type-18(F-16)
type-15(A-10)

type-17(P-63) type-14(F-22)

type-15(A-10)




Twitter has a Map, Snapchat has a Map

But no Instagram Map



Each tag has inside it the many public
Instagrams from that area

Use: instagram-locations.zip in the tools list



http://sarab.me/instagram-locations.zip

Words Frequency for https://twitter.com/No Rumors
Based on 3246 Tweets

Rumors by media

(266, @se=ll’) (286, Lagasdl') (313, oynalls') (337 'opnuell') (356, Jolsiy) (467 'dglsiall) (500, Jslaiall’) (641 4 3) (679 ' 0loizy') (938, rumus 146 )]
J8y0:all') (143 'laxse') (150, dsumas sue) (159 'Clusloll) (160 ,'8y0.alg") (172 ['59x5") (176 ,'43S") (179 )eunlls') (187 53]l (208 ' Jolsile') (219 'dclil’)
(118 alwy)) (119 D580 (124 oina)) (126 ,2.857) (127 'UgreS") (128 83059") ,(128 ' =8las’) (129 13" (130 ') (139 '4ea,ax1) (140, ,usdl) (143
(85, )3un00) (85 lawy') (86 'wlelagl dxdlse dfm') (88 dcladl) (92 '6y00) (96 dlwyl) (106 1)) (109 ) Bew’) (112 ) lelayl) (114 ,'z800")
(71 dglsia’) (73 o) (73 ouall) (74 5063 (75 'garie’) (75 392)) (75 450" (77 080" (81 [hucg') (82 'dxusd') (83 'dxuall) (84 'dsssxlg")
i) (B4 yoisll)) (B4 ' dannd’) (64, 1]lg') (65 ,'320') (67 '6ldg") (68 ' wlelidl) (68 ' laias') (68 '5r00)) (69 'dSian’) (70,535 (71, 0ds") (71, 020ud")
(55 ' 509548 (55 ,'m5) (57 'Olun') (57 'dpsema') (57, Gews) (58 il (59 oriniiall) (59, ruan) (60 ' s302l) (61 ,'Jslss") (61 'dyen') (63
VeSSl ) (46, Jlazdl') (47 ' dyginll) (48 '8)Siall') (48 sam0") (49 'damus') (49 )dxslSk") (49 ) 038") (50 ' ay3e') (53 ' alas') (54 i) (55 ' aworll’)

[(41 ) cllal) (41 hes") (42 She') (42, L") (43 Jab') (44 5hs") (45, 503=0l") (45 ens') (45 oy suas') (45, hoiw') (46

Sarab.me
30/06/2022


https://twitter.com/No_Rumors

Words Cloud for https://twitter.com/No Rumors
Based on 3246 Tweets

Rumors by media
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https://twitter.com/No_Rumors

Words Frequency for https://fatabyyano.net/
Based on 150 rumor under the keyword: &ug2.!

Rumors by media

Do) (125605 (13 5eby) (15 403387 (18 5923") (21 'dpse=eall’) (23 d8e") (23 028") ,(28 '550:0)I') (31 ) ghsall’)]
SJslsiall) (6, sussall) (7 )48.8>") (7 ) Gwassd') (7 dglszall') (7 ,'diae") (8 ,'BaysS") (9 ,Leall) (9 ' cands') (10 ,5lk0") (10
S s3g=wll) (4 380" (45 (4 39=09") (4 00") (4, 8sxd") (5 pl=)") (5 elrin') (5, wadly) (5, L) (5 ) ghso') (6
(3 ,/Cua) (3 ') (3 85Lad) (B hew') (B dwse’) (3 'besw') (3 'hat) (3 s (B ) obledl) (6 dsg=ndl’) (4
380") (2, dh>e") (3 Hoewsd”) (3, LSl (3, ) (3 daell') (3 daling') (3, Gabull) (38> (3, hem') (3, dSsu00')
(20590 (2 Farlo) (2 JS05al) (2188 (2 amliall) (2 cassIl) (2, dslaia) (2,5 (2, lgixga’) (251 (2
(25255 (2 elawdl) (2 ,506b") (2 ) en') (25303217 (2 '6liia") (2 dpsomaaly’) (2, adl) (2, 5531) (2, pozelly)
OB (2,830 (2, Joadl) (2 new') (2, s33ll) (2 Goasaue’) (2 Jlsiwd') (2,)980") (2 ,4a3lS") (2, case') (2,'3185")
(2 elesdl) (2 oblw') (2 0ld) (2 candll’) (2 ,'D380") (2 'Obledl) (2 D807 (2 ,LL) (2 )danle) (2, Ebixl) (2

(24,87 ,(2 '8)0i0)1') (2 ,3939") ,(2 ' Gb=ll") (2,130 (2,2 18)")

Sarab.me
30/06/2022


https://fatabyyano.net/

Words Cloud for https://fatabyyano.net/
Based on 150 rumor under the keyword: 40g2.1

0 4 2olllypdlaans
ag

yu
o 30 29)ka

3 lyial ¢
alf: L

™ ,umnau s2udlS]
Lot

aalul i
oxd, pre) ,n 59 u:ul
o,;.a.uubzll
u.ul.u.l

guuatLas &pazll J.I.C

UI)‘D QMLI-‘» L_u’_c Z)-Ia-‘

el dl Lagmallipsgmall 5lr 7 i

QH9yHE bl

9l Jor A R
bt 3
closall sliaal .l.ﬁ'.u.la.“-:la‘ag - MJME}WIM Zihailly J!,m)éﬁglm 2lall (ia izl Lug.u-u

Sarab.me
30/06/2022


https://fatabyyano.net/

None-Saudi

Words Frequency for https://fatabyyano.net/

Based on 150 rumors under the keyword: 4092

Rumors Media No.
PIRVE 42
890 16
Rumors Subjects No.
e otz | 78
ol 31
NSIx 9
A 7
e 2
olegio 5
gethuss g ellars] 3
sl 3
Lz oJ iS5 1

Please view fatabyyano.net.xlsx attached

Saudi

Words Frequency for https://twitter.com/No Rumors

Based on 3246 Tweets

Rumors Media

No.

845
715
242
256

Rumors Subjects

No.

gollat

soloiél
A

ol

2043
133
26
618
123

Please view MIP_Retweets.xlsx attached

Sarab.me
30/06/2022


https://fatabyyano.net/
https://twitter.com/No_Rumors

What is the context when people use the word “Rumor”?

28-06-2022 to 06-07-20
2305 Tweets

—

) (92 ,'g_lml”') (100 )" ums’) (112,907 ,(178 JalelaVl) (364 ,'dclal’) (439 'olelal) (671 ,"daclal)]

28-06-2029232\::6-07-2022 (48 ' u2ia) (52 ,'dg1") (64, 5=l (65, 09)e&) (77 ,'0uL) (78 olely]) (86, wlelayl) (88, 2lls)
Cities # of tweets (40 ,'eMSII) (40, 284il") (42 ,'cells) (42 S Mgl (43 VS goldl) (43 ,'&9.:.439.&”') (44 ') (44, )
Abha 37 (34, plie’) (35 L'gl) (36, allei") (36, i) L(36 ' 1axdl) L(B7 ) L9 el L(B9 L )
| s |2 e gty )0 00 01 L 02 02 2 5 2
Jeddah 614 word ”Rumor" in Arabic in cc.)nte>.<t of either (28 450l (28 9LV (28 92a) (29 ) pauy) B0 e V) (30 Tgkaaall) (3005207 (30
sports or the intention of blocking TikTok (25 92 (26 1) (26 ) ssgax) (26 Vamg) (26 ' elall’) (26 0T (26 Guall) (26 ol

Mecca 655 See: Rumors_Context.x|sx attached (24 2LL) 24 ol 24 T JBUD) (24 k) (24 eV (24 0ul) (248 124 elly)
Medina 80 (23 ,'@J'&Jl') (24 uBb) (24 284 (24 Voeed!) (24 ) 5" (24,9 (24 ) Hgaluliall) (24 Jesn')
Riyadh 778 (22,591 (22 ,dS") (22 ' asle') L2255k (22 Vol ) (22,1 (22 ) gally') L(22 ) ac i)
Vi) (20, yauay) (20 ) cuw) (20 ' bgo') (20 L acli]) (21 Vases) L(22 ) 1) (22 ) cee)

Tabuk ° (20 1) (20 e V) (20 /&) (20 o e) (20 juna) (20 5L5) (20, undll) (20 ' s l) (20
Total 2305 tweets - (19 /6Y) .20 s1) (20 1) 20/ lass) 20 Jo5l)

Sarab.me
30/06/2022



Plastic in Rice rumor
28-06-2022 - 03-07-2022

Seems some people are also correcting rumors

§ ol Jbe l9dgdgumi US Lo oliabdl cow oS it oe 6)ke 5y sl ¢l gaus LS

Rumor 17225223-1260-02%(3) 0 https:/t.co/2NUOBWKO9H Riyadh https://twitter.com/saudalothman5/status/1541840228566142978
oo g 3y JSb Jl by Juog i dablell liasl@saudi83176 @drsghamdi @Yabalkheil
2022-06-30 . ; A -
Rumor 17:58:40+00:00 Dttps://t.co/GWZVKTSIIW elyiuadly  pivadh  Ihttps://twitter.com/a_alkl/status/1542568315138211843
2022-06-29 el Sl 030 3, lgole ol ol L] Golelg eliwtl] 51905 sulel siw@AlasmiKhiryah
Correcting Rumor 17:31:38+00:00 ol S 20 19T @ D= o 3 =19 Riyadh |https://twitter.com/86_mostfa/status/1542199123495067651
o g5imn o)l ol o sei S alaasdly ST S0 3 Bl ll olouss@A] ELNEWS24
BOR A so JS amiy Wl U sosmall ellgruall Gié s Sy ezl
2022-07-03 https://t.co/ZyKKIVKMFE
Rumor 11:35:51+00:00 = Riyadh |https://twitter.com/WdKlb/status/1543559138940182528
2022-06-29 . . - S
Correcting Rumor 17:34:59+00:00 35 ubga le ditutly ngai dolely cud L 00@1987deda Jeddah |https://twitter.com/aly salen/status/1542199968311697409
042 0 LalasawY olue deling Josiwall dawdJl 5988 gias lio@ibrahimaljallal
S 65 43S ezl 5, ML siw 5, @l Ig8am b3l GulsST Jie dmald] olelusl]
2022-06-28 i L n. . . ..y Jeddah |https://twitter.com/harbico3m/status/1541862362352869378
Correcting Rumor 19:13:28+00:00 R P

Sarab.me
30/06/2022


https://t.co/2NUQbWK09F
https://twitter.com/saudalothman5/status/1541840228566142978
https://t.co/GWZVk75irW
https://twitter.com/a_alk1/status/1542568315138211843
https://twitter.com/86_mostfa/status/1542199123495067651
https://t.co/ZykK9VkMFE
https://twitter.com/WdKlb/status/1543559138940182528
https://twitter.com/aly_salen/status/1542199968311697409
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The original rumor retweets have gaps which is normal for in retweets.

Correcting the rumor retweets had strong momentum at the beginning but faded quickly, it seems they have paid twitter accounts
to retweet their tweets: 11 retweets started quickly after only 32 seconds from the original tweet.

Paid twitter accounts is different from fake followers: Paid twitter accounts are people who the original account pay them to

engage and retweet to spread the word. Sarab.me
30/06/2022
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Another way to make sure that the word WhatsApp was associated with videos more than with pictures

We map the whole Tweet file with red color where certain words mentioned

https://twitter.com/No Rumors
Based on 3246 Tweets
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Thinking loudly .......

Why this rumor (and others) is resurfacing again and again since 2016. although it was corrected?
Possibilities:

1. Correcting rumors have weak reach

2. Or maybe because of this: https://news.mit.edu/2018/study-twitter-false-news-travels-faster-true-stories-0308
3. Or maybe as the book (The Power of Fallacies): “Never underestimate the difficulty of changing false beliefs by facts.”

Sarab.me
30/06/2022


https://news.mit.edu/2018/study-twitter-false-news-travels-faster-true-stories-0308

Air Pollution Tweets

Level One:
“clogll &1gli” between 01-Jan-2022 and 27-Jun-2022

Most people (545 Tweets) when they talked about “slggll &1ol3” they used it with smoking cigarettes context

Level Two:
Within the sub-topic: smoking cigarettes

The context first on its effect on health, fires (especially in cars) THEN the environment
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Left and Rights words up to five positions
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OSINT in Business Intelligence

(BI1) leverages software and services to transform data into actionable insights

Market Intelligence: Acquire and analyse info to understand the market, to determine current and future
trends and preferences and to assess changes in the business environment. Market Intelligence:
Information about the political, legal and business environment.

Competitor Intelligence: Gathering and analysing information about competitors’ actions and business
strategies. Competitive Intelligence: Analysing info about all aspects of competitive environment to
formulate plans and strategies and making decisions




OSINT Cycle
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Competitive Intelligence Cycle

Outsource

Software @ Acquisition of competitive information

. . . Action
Analysis of information
P

@ Identification of Cl Needs
o%
e%

o : Top Management
Distribution of Cl Products

Development of Cl Products @

Reports & Studies



Competitive Intelligence Cycle

" mergr ((PItChBOOk -E E/gl:k(;ltolz?élllgence

What It's Worth

—‘"T} +ableavu Aladdin by BlackRock

Analysis of information @

Development of CI Products @

@ Acquisition of competitive information

Action

@ Identification of Cl Needs

@ President’'s/CEQ’s Chairman’s Office Portfolio Managers

. _ Distribution of Cl Products
- Corporate positioning studies

- Identifying new policy developments
- Competitive dossiers.

- The identification of allies



oA\ PELEEE Actionable Insights Business intelligence (Bl)

F China-Africa Development Fund

Supporting Departments

/‘\ Marketing Development & Consulting Services
Infrastructure & Energy Investment

Business Plan

Project Feasibility Studies
Mining Investment

Investment Banking Dept.

Applicant Certificate and relevant investment licenses

Manage Dept. of CPDFund

Office in Ghana
Office in South Africa
Office in Ethiopia
Office in Zambia

Contract or legal documents relevant to the projects

/y Social Responsibilities

Improve the local people’s livelihood while promoting African economic integration and accelerating Africa's
industrialization process.

Office in Kenya




Competitive Intelligence Cycle

Cl Requests

Identification of Cl Needs

Distribution of ClI
Products

Acquisition of competitive
information

Organisation, Storage,
and Retrieval

Development of ClI

Analysis of information
Products




Competitive Intelligence Cycle .

Identification of Cl Needs

Cl Requests . :
CEO CI Request example: “Gather and analyse information about

competitors’ actions and business strategies.”

Identification of Cl Needs

Portfolio Manager Cl Request is based on company Strategic Sectors

Aerospace and Defense

Automotive

Transport and Logistics

Food and Agriculture

Construction and building Components and services
Entertainment, Leisure, and sports

Financial Services

Real Estate
Utilities and Renewables
Organisation, Storage, Metals and Mining
and Retrieval Health Care

Consumer Goods and Retalil
Telecom Media, & Technology




@ Competitive Intelligence Cycle

Acquisition of competitive
information

Merger & Acquisitions Data Sources

*  Acquirer and deal structure *  Search private equity firms
*  Purchase price multiples and valuations »  Corporate acquirers @
* Insight on advisors *  M&A, and advisors.

Visualize the portfolio in tailored dashboards, allowing the client to get alerts on
rumors and deals, identify appropriate acquisition targets or acquirers and research
and compare potential companies of interest.

@ @ Acquisition of competitive
information

@ PitchBook.  mergr BVR

What It's Worth

S&P Global CB Insights

Market Intelligence

I\ 2V X934 | PE Hub @) (3)
1A ANGNI|FI




Competitive Intelligence Cycle

®

Analysis of information

Describing the current competitive environment and predicting its future. @

Identifying and compensating for exposed weaknesses.

Challenging the strategy underlying assumptions — considering patterns @ @
influenced by external circumstances and the emergent strategy idea.

Using intelligence to implement and adjust strategy to the changing competitive
environment — creating contingency plans as suggested for the alternative

strategies’ generation.

Monitoring the strategy viability, determining when the strategy is no longer @

sustainable, i.e. assisting the controlling stage — learning from what went

@ Analysis of information

wrong.



Development of ClI
Products

@)

Competitive Intelligence Cycle

®

Development of ClI
Products

Corporate positioning studies

In-depth subject summaries identifying new policy developments in industry

sectors, ranging from energy and healthcare to the environment and telecom.
Competitive dossiers exploring what 'next in line' competitors are doing.
Internet deep scans reporting about companies, brands and/or products.

Eyes-on analyses of key policy developments, including legislative and

regulatory prospects, affecting critical corporate outcomes and businesses.

The identification of allies and opportunities for collaboration and

partnerships--and the creation of true win - win relationships.



Competitive Intelligence Cycle

Distribution of CI
Products

Organisation, Storage,
and Retrieval
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¥

Competitive Intelligence Cycle

a5 Microsoft

lm Power Bl

Qlik@

>
N

Organisation, Storage, and Retrieval

Business  Intelligence tools such as  Qlikview/MS-Bl/Cognos/
Tableau/Spotfire/OBIEE/SAP Lumira

ETL tools such as Informatica/ODI/SAP BODS/MS-SSIS

Business Intelligence, Data visualization, Data Modeling/Database & Data-
warehouse Design - Understanding of data visualization strategies used to

illustrate information and tell a story through dashboards

Software: Bl Analyst || Power Bl || Data Analyst || SSRS || SSAS || SSIS ||
SQL Server || Oracle Server || DAX || Power Bl Report Builder || Power
Apps



OSINT & Bl Examples

Bl in investment decisions: Saudi Agricultural Investments

Bl in Sales & Marketing: Marketing Strategy Report

China-Africa Development Fund Model




Good BI, by i

tself, will not make a great strategy.

Companies have virtually the same access to information, but it is the ones that convert such information into actionable intelligence make a great strategy

Using your current resources

\

Custom BI Standalone

H

Key criteria: Evaluate the
value of your data to
decide whether to use
your internal data or not

Data Sources —— Interna

Cleanthe entire dataset,
group and map
I

Prioritizing

Unstructured Data Types ORACLE MySOL.  SISTRIX Q SAP4
A

|( Internal traffic volumes sent and received, Click-stream data, Emails and messaging services data, Word
Documents, Minutes of meetings, Company audio and video calls, Images, Web Visited, Social Chat,
Investments Feeds, News Feeds, Server Logs, Digital Filing, Customer profiles, Private Equity
Performance Reports, Internal Review Reports

—— External Positions tracking, Investment data feed, Research and benchmarking, Performance assessment,

Portfolio construction, Investor reporting |

\
L Mix ! . ) B
Structured Data Types mergr 4 PjtchBook. BV [\S/,?:kgﬁz?émgence

What It's Worth

Selecting Bl software  Integrating data sets for analysis ~ Deploying, managing and supporting ~ Trainingusers Bl implementations

v

Executive Role NOT IT

Setting Objectives
Defining KPI's

Formulating Requirements

Checkthe Market

v

IT Department

Create a documented
strategy for Bl integration

Setting data integration tools

Implementing front-end
of Bl tools

Data warehouse

\ J

IT Department In different business units

End-user onboarding Business monitoring and measurement
"\ Data analysis

Get departments consensus Reporting and information delivery

Predictive analysis



Political and social stability

Legislative and organizational stability.

Economic stability including implementation of market based economy.
Clear and transparent investment regime.

Strategic location of a country, which includes proximity to Saudi Arabia, to reduce transportation
time and cost.

Guaranteed right to export to the Kingdom of adequate quantities of agricultural commodities
produced by Saudi companies to cover consumption and build up strategic reserve.

Assurances for Saudi investors to choose among eight targeted commodities for foreign
investments.

Possibility of long-term investment through land ownership or long term land lease.

Willingness to sign binding bilateral agreement to protect and guarantee long
term Saudi agricultural investments.

Guaranteed availability of all needed agricultural investment resources including fertile land and
abundant water resources that will allow production of large quantities of some of the strategic
crops such as rice and wheat at sufficient quantity and at low and stable prices.

Abundance of natural resources including suitable climate, fertile land, and abundance of water

resources.
3
Availability of labour at competitive cost. Criteria’s

Existence of laws/regulations that fight administrative corruption.

Bl use example - Saudi Agricultural Investments Decision

1
<>Executive order / request for different departments

- What are the criteria’'s and conditions to evaluates and
consider a country to approve for Saudi agricultural
investments?.

- Then, carefully select a countries to balance crops,
geographic diversity, and political risk.

2
’-Q Departments

Data Sources

)
Bl Tools@

Business Plan

6

Project Feasibility Studies




Investment decisions: Saudi Agricultural Investments Bl Example

Executive order / request for different departments

diversity, and political risk.

What are the criteria’s and conditions to evaluates and consider a
country to approve for Saudi agricultural investments?.

Then, carefully select a countries to balance crops, geographic What data do | need for this criteria ?

Criteria

- Political and social stability

- Legislative and organizational stability.

- Economic stability including implementation of market based economy.
- Clear and transparent investment regime.

- Strategic location of a country, which includes proximity to Saudi Arabia, to reduce
transportation time and cost.

- Strong political relationships with Saudi Arabia.

- Guaranteed right to export to the Kingdom of adequate quantities of agricultural commodities produced

- Guaranteed right to export to the Kingdom of adequate quantities of agricultural commodities
produced by Saudi ies to cover ion and build up gic reserve.

- Assurances for Saudi investors to choose among eight targeted commodities for foreign
investments.

- Possibility of long-term investment through land ownership or long term land lease.

- Willingness to sign binding bilateral agreement to protect and guarantee long
term Saudi agricultural investments.

- Guaranteed availability of all needed agricultural investment resources including fertile land and
abundant water resources that will allow production of large quantities of some of the strategic
crops such as rice and wheat at sufficient quantity and at low and stable prices.

- Abundance of natural resources including suitable climate, fertile land, and abundance of water
resources.

- Availability of labour at competitive cost.

- Existence of laws/regulations that fight administrative corruption.

Break down each criteria and look for data

An assessment of the country's ability to meet its external liabilities

Strong political relationships with Saudi Arabia

The legislative environment

International rules and agreements that regulate export guarantee activities.

Internal

External Data Sources Engage MOFA

Use OSINT Meet economical attaché from the embassy




An overview of our industry's size and growth rate (Research the state of the industry)
Spot a new opportunity or trends

Who are our potential customers? Age Gender Location Occupation Education Needs Interests

’_. Requirements

What are customers' buying habits?

How large is our target market?

Who are our main competitors?

What are our competitors' strengths and weaknesses?
Our business's projected market share percentage

An industry outlook

Our Customer buying trends

Our forecasted growth

How much customers are willing to pay for our product or service
Revenue projections

Evaluation benchmarks

Bl use example - Market Analysis

‘ Executive order / request for Sales and Marketing

- Do a thorough assessment of the market within a specific
industry

- Then, Identify how to better position our business to be
competitive

- Then, submit a marketing strategy

’-‘ Sales and Marketing

Data Sources

Bl Tools ‘

Marketing Strategy

Retain all information and research for next analysis




oA\ PELEEE Actionable Insights Business intelligence (Bl)

F China-Africa Development Fund

Supporting Departments

/‘\ Marketing Development & Consulting Services
Infrastructure & Energy Investment

Business Plan

Project Feasibility Studies
Mining Investment

Investment Banking Dept.

Applicant Certificate and relevant investment licenses

Manage Dept. of CPDFund

Office in Ghana
Office in South Africa
Office in Ethiopia
Office in Zambia

Contract or legal documents relevant to the projects

/y Social Responsibilities

Improve the local people’s livelihood while promoting African economic integration and accelerating Africa's
industrialization process.

Office in Kenya




Where Business Intelligence & Competitive Analysis is used

BlackRock

People

Activity

Technology

Output

Assistant VP, multiple teams in different
locations.

Social listening, fintech data-sharing,
Financial Data Aggregation Platform

SizeUp i +oviear  (prrmms

- Benchmark Performance.
- Discover New Customers.
- Optimize Advertising.

- Demographic Analysis.

Board of Directors, multiple teams in different
locations.

\

cloudera
Benchmarking of Citi’'s market share.

Identifies areas for growth — and areas where
business is under threat.

Empowers regional managers, country managers
and relationship managers with the information
they need to get more business/save business in
jeopardy.

Instills discipline into use of data by business
teams.

Answers previously ‘unanswerable’ questions to
inform business strategy.

Associate, , multiple teams in different locations.

providing high-performance reports to track their
pipeline, define their investments and follow their
portfolios. Working across multiple business lines and
in activities like: Credit Risk Management, Data &
Analytics, Data Modeling, Data Science, Market Risk
Management, Quantitative Risk Mnagement.

=eFront | Aladdin. . ...c.

a part of BlackRock

- Investment lifecycle.
- Evaluate performance across the entire portfolio.
- Optimize deal flow processes.

- Assess risk and evaluate performance to predict
the various outcomes of their portfolio



Where Business Intelligence & Competitive Analysis is used

.‘ NORGES BANK

Raiffeisen : *E ﬁﬁﬁ?—j—

POLBANK CHINA MERCHANTS BANK

People

Activity

Technology

Output

Portfolio Manager, Senior Adviser, Senior Analyst,

Associate Trader, multiple teams in different locations.

- Client Research Manager
- Global Macro Analyst
- Investment Manager

)

Power Bl

- Active Equity Strategies
- Asset Strategies
- Managing global long/short equity portfolio

- Systematic Strategies research and implementation

Senior Analyst, Technology Adoption Consultant,  Senior Analyst, multiple teams in different locations.
multiple teams in different locations.

- Process automation
- Enterprise on-premise solutions
- Migration to cloud solutions

Link and create financial and operational plans
Machine-generated analytics and insights

(SWIFT)
COMARCH i)
- Strategy to implementation - Data-driven decisions

- Risk mitigation Predictive analytics

- Loan processing acceleration Insight into action



Strategic Goal

13 )
Connects the information, people and technology needed to manage money in real time

See your investment and understand risks

Aladdin...c.on

Whole Portfolio View

Know what you own Know the Risks Know how it’s performing
Investment Exposures Performance Analysis Risk Contribution

- Look-through to underlying assets & funds - Features Enhanced multi-asset factor models - Enterprise and private market specific metrics
- Capital account metrics and indicative data - Cash-flow projection and analysis - Multiple time periods
- Dynamic reporting across asset classes - Economic scenario simulation - Flexible aggregation

-

=eFront

a part of BlackRock
- Fundraising Software
Analytlcal Pla'[fOI‘m for alternative inveStmentS - Pipe”ne and deal flow management

- Portfolio and direct investments monitoring

- Alternative Investment Portals

- Private equity
- Real estate - Positions tracking

- Infrastructure

\/ - Investment data feed

- Fund administration and accounting

- Research and benchmarking

- Private debt

- Portfolio construction

- Investor reporting

- Performance assessment



Badoll Jo alllg
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